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MRI TOOLSET POLICY REMINDER
All agents must use only the Geek Squad-authorized
tools. Previous versions of the MRI Toolset may contain
unauthorized or deprecated versions of software, and
should be disposed of immediately. Single-write media
should be destroyed and re-writeable media should be
erased. The store servers will keep the previous
version of each toolset in case of emergency.

The use of unapproved tools or distributing the MRI
disc outside of Best Buy is not only in violation of
Company policy, but could result in legal risk to
employees and the Company. Violations of this policy
will be treated very seriously and will lead to
disciplinary action up to and including termination.

For a list of authorized tools, see the MRI Toolset
Authorized/Unauthorized List on Employee Toolkit's
Geek Squad Job Aids, Guides & Manuals page under
Technical>Tools.

NEED THE LATEST MRI?
You can obtain the latest version of the MRI Toolset
from your Precinct's SY04 server. If you don't know
your server's address, use the MRI Toolset IP Listing on
the Job Aids, Guides & Manuals page under Technical
>Tools. If your Precinct's link is down or not updated,
contact the Help Desk.

LATEST MRI NEWS
Stay tuned to Employee News, the MRI Toolset ETK
Widget, and Geek Squad Forums for the latest in MRI
Toolset related news.

MRI Toolset Authorized/Unauthorized List
http://infozone/depot/index/docDetail.asp?Doc ID=261
240

MRI Toolset IP Listing

hitp://infozone/depot/index/docDetail.asp?Doc_ID =280
633

If you have any additional questions, please contact

MRI@GeekSquad.com.

D

uad

Go ahead.Useus.  ©2010 Geek Squad

Geek Squad Services Academy


http://infozone/depot/index/docDetail.asp?Doc_ID=261240
http://infozone/depot/index/docDetail.asp?Doc_ID=261240
http://infozone/depot/index/docDetail.asp?Doc_ID=280633
http://forums.geeksquadcental.com/
http://www.geeksquad.com/armory
http://www.bestbuylearninglounge.com/
http://infozone/depot/index/docDetail.asp?Doc_ID=261240
http://infozone/depot/index/docDetail.asp?Doc_ID=261240
http://infozone/depot/index/docDetail.asp?Doc_ID=280633
http://infozone/depot/index/docDetail.asp?Doc_ID=280633
mailto:MRI@GeekSquad.com

INTRODUCTION

By now you should have already read the other Toolset Reference documents in this series on MRI Startup
Manager. The other documents covered Startup List and an overview of the new MRI Startup Manager as a whole.
In the event you are trying to start your training from this document, it is recommend you put this one away and go
back and read the MRI Startup Manager Introduction and MRI Startup Manager Startup List. Both of these
documents can be found on the Best Buy Learning Lounge.

Now if you are all up to date on the other Toolset Reference training, then you should be good to go. This is the last
document on MRI Startup Manager and will cover the new Boot Profiler feature and assumes you have already read
the other documents. So let's get started.

BOOT PROFILER

One area Startup List can't come through is showing what actually happened on boot. It does a phenomenal job
setting you up for an accurate guess, but doesn’t have the means to prove it. If malware were to find a new load
point, or manage to chain-load via another component, Startup List alone might not be able to catch it. Furthermore,
troubleshooting crashes or delays on boot has thus far always been a matter of guess and check, with no easy
means to figure out what launched what when and what died (maybe a few lucky WinDbg cases here and there).

Giving line of sight to all of that and more is Boot Profiler. Boot Profiler can be configured from any mode of
Windows (including MRI PE), and the second the computer reboots it's tracking everything. A log of the entire boot
process is created and can be viewed and replayed later. Boot Profiler is both very powerful and complex; it does its
best to simplify the data collected, but it still takes agent know-how to find and repair issues.

MECHANICS OF A BOOT PROFILE

Boot Profiler works by installing a custom-built driver and service into Windows, both of which are the first of their
kind to start on boot. A GSBoot driver is the first driver to load, and a GSBootSvc is the first service. In this manner,
every event that occurs during the boot is caught, traced, and logged to the disk for viewing later. As for malware or
rootkits, a Windows boot basically goes ntoskrnl.exe -> drivers, and GSBoot is at the front of that. There isn't much
of a chance for malware to get in before us, meaning we should always be up and running and logging before the
malware can try to hide from us.

MRI Startup Manager is also hyper intelligent about how it handles the Boot Profiler setup — the driver and service
installs are checked for integrity to ensure they weren't tampered with, and both automatically self-disable on boot
so as to mitigate any chance of them causing a boot loop or running repeatedly. MRI Startup Manager automatically
cleans up and alerts when a profile didn't start successfully. With the extent of the safeguards in place, you can rest
assured that no permanent damage can be caused any piece of Boot Profiler.

STARTING A BOOT PROFILE

When you first switch into the Boot Profiler App Mode in MRI Startup Manager, you only have two options — Profile
Next Boot and View Log File. Profile Next Boot is the first step to starting a Boot Profile, launching the two step
configuration wizard seen to your right.

Tools Options Re!

Log File

Boot Profiler - Profile Next Boot

' Configures Boot Profiler to watch
the events of the next boot and
record them to analyze and display
later.

MRI Startup Manager — Boot Profiler — Starting a Boot Profile

Standard Views

In-Depth Views

(Gt
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The first window presented to you offers the option of Automatic Logon for any Administrator accounts on the
system. Passwords are qualified before continuing, and the automatic logon is reverted when the profile completes.
Your decision squared away here, clicking Profile Next Boot kicks off the installation of the Boot Profiler

components.

Options

Automatic Logon:

[ Profile Next Boot ] | Cancel |

MRI Startup Manager — Configure Boot Profile

Just an FYI, this window is a little different in MRI PE Mode since Automatic Login cannot be selected in MRI PE
Mode. That won't cause any issues because all you will need to do is select any User Account once Windows loads.
If it's a single user PC, it will already auto login anyways.

Options
[T automatic Logon: Unavailable (MRI PE)
User Mame: I j
Password: |
feave bfank ¥ no passward

Profile Mext Boot I Cancel |

MRI Startup Manager — MRI PE Mode — Configure Boot Profile

The mass majority of the time, Boot Profiler will install without issue and you'll be ready to reboot the computer to
begin the profile. In the event you choose not to immediately reboot, Restart Later will drop you back into MRI
Startup Manager and will highlight the Profile Next Boot button in orange. Toggling this button provides the means
to disable / re-setup a boot profile.

J Successfully installed boot driver

/' Successfully copied GSBoot.sys to client OS

/' Successfully installed boot service

J Successfully copied GSBootSve.exe to client OS
J Validation completed successfully

| Force Restart | Restart Now || Restart Later |

MRI Startup Manager — Boot Profile Configured Successfully

In the rare case that you encounter an error during the installation, the window will indicate as such and the Boot
Profiler setup will be cleared from the system. At that point you should boot into MRI PE where the installation can
proceed uninhibited by any locally installed software or malware.
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ENDING A BOOT PROFILE

Once the reboot begins you're playing the waiting game. The profile takes place silently in the background, and
there is no indication of progress until you arrive back at the user’s desktop. Once there, MRI Startup Manager
launches a window similar to the ones seen here. This Boot Profile in Progress window intelligently displays the
status of the automatic start services and the user's startup items and reports when they've finished starting. The
Events Captured number represents the number of individual events recorded, and will continue to rise as long as
there is system activity. These three pieces of information are there to assist you in determining when you want to
end the profile; Boot Profiler will continue until you tell it otherwise.

Profile Information Prafile Information

/ Successfully uninstalled boat driver

Events Capkured: 3333 Events Captured: 13382 /" successfully uninstalled boaot service

'ﬁ'To maximize accuracy, close and
boat to MRI PE to lnad the profile.

Syskem Services: Completed Sysktem Services: Completed

Startup Activity: (eEEEE ] Startup Ackivity: Completed
Always on kop Always on top [ Load Profile ” Close

MRI Startup Manager — Boot Profiling Examples

Once you are satisfied that the computer has fully booted (or that the particular trouble you wanted to catch happen
has, in fact, occurred), the End Profiling button is there to complete the profile. Ending the profile stops Boot
Profiler's driver and service and uninstalls them from the system.

LOADING A BOOT PROFILE

Loading a Boot Profile can take place at any time within MRI Startup Manager. When a Boot Profile completes, the
final dialog shown here at the right is displayed and you are offered two choices. You can choose to close the
window to open the profile later (possibly in MRI PE to maximize accuracy — MRI PE is completely immune to
rootkits and liars) or you can choose to load the profile immediately and jump straight in to MRI Startup Manager.

J successfully uninstalled boat driver
/ Successfully uninstalled boot service
"::"TD maximize accuracy, close and
boot ko MRI PE to load the profile.

[ Load Profile ” Close l

MRI Startup Manager — Boot Profile Completed message that allows you to Load Profile

While in Windows, the possibility is very real that malware can attempt to trick or lie to MRI Startup Manager about
its file's existence or identity; it will always be safer to view a profile in MRI PE. That said, choosing to load a profile
directly from the Boot Profile Completed dialog affords you the one time opportunity for rootkit detection; rootkit
detection is restricted to just this particular load in order to minimize the chance of false positives. Rootkit detection
applies only to drivers, and should not be seen as a catch all. Regardless of your decision at this window, all future
launches of MRI Startup Manager will display a notification in the ribbon. From it, you can choose to load the profile
or delete the profile data.
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= || _NEhssas MRI Startup Manager

Home Inspect Tools Options Resources Profile Available

= "
Boot Profile data found for CYWindows, . K ®

Please select ane of the following Actions:
2 Load Delete Ignore

MEAL UL | LUY I NE

Standard Views

In-Depth Views

The actual loading of a profile is pretty straightforward. MRI Startup Manager moves you directly to the Boot Profiler
App Mode and displays a progress bar as the log file is read. Once complete, analysis and verification of all of the
files it saw on boot begins, and you're taken to the first of many views, the Summary view.
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WORKING WITH BOOT

PROFILE DATA

Throughout the profile, the GSBoot driver is logging away to a log file. The second the hard drive is available to
write to (about 3 — 7 seconds into the boot), the events being captured are securely logged to the disk. In this
manner, if the computer crashes 10 seconds in or reboots before you can end the profile, everything Boot Profiler
gathered up until that point will have been logged safely to the drive. MRI Startup Manager will work with a log file
in any state; it doesn't require a complete boot profile to function. You can also load a profile in any mode of
Windows, including MRI PE. The moral here is that if Boot Profiler was able to start logging, you're in the clear.
Ideally you get to the point when you can click End Profiling, but MRI Startup Manager has your back either way.

= Startup List

Standard Views

-_.Summaly
=7 Processes
#* Services

o Drrivers

b 3= Playback

In-Depth Views

|| ANl Executed Files
Complete Boot Log

Description

B Summary

The Summary view breaks
down statistics gathered
during the boot profile,
offering an overhead view
of the events that occurred.

22004-2010 Geek Squad. For Inter

With a profile loaded, the Standard and In-Depth Views groups fill out with seven
available views. As in Startup List, the Standard Views offer targeted looks at the data
captured. A Summary page, views for Processes, Services, and Drivers, and finally a
Playback view allow you to see the boot profile from familiar angles. Meanwhile, the In-
Depth Views organize the profile data from a more global sense, listing events by file and
timestamp respectively. All Executed Files has every file load recorded during boot, and
Complete Boot Log is literally a step by step dump of every event captured in timestamp
order.

On the note of timestamps, it is important to call out the different nature of the data being
displayed in the Boot Profiler app mode. While Startup List sorts generically A - Z or via
the entry order found in the registry, Boot Profiler focuses uniquely on timestamps. Every
event captured during the profile is logged with the specific timestamp that it occurred at.
A dedicated Timestamp column in every view is used to sort the events in the exact order
they took occurred during boot. This will make more sense momentarily as we break
down the views and their troubleshooting purposes.

Boot Profiler maintains much of the same functionality introduced in Startup List. An
Analysis column is always hard at work checking for potential issues or marking files as
recognized, and verification takes place automatically. The Properties pane is back again
and displays as much information as is available for items in each view. And as in Startup

List, the available columns, search and filters are as flexible as possible to assist in spotting malware or a finding
particular process, driver, service, or file.

Starkup List

=
= 4 &5
Filters Closs | View
“ kS T Profile | Log File
App Mode Actions Information Jump Ta... Profile Motes
Service Name Analysis | Start Timestamp | Signed | Arch  Company Mame Service File Service Timeline
- % coBootsve @ Atomatic 26,538 4 =86 GeekSquad [ GsBoatsve exe ]
Standard Views = ke*ocomLauneh B Automatic 26779 54 %86 Microsoft Corporation %] rpess.dil ]
L Summary L Eventlng &Y Automatic 27,349, xB6 Microsoft Corporation [ services.exe ]
=" Processes L rpcss & Automatic 27349 [0 x86 Microsoft Corporation 4] rpess.di ]
o sarvices ¥ samss " Autornatic 28511 =} %88 Microsoft Carporation [Tisass.exe L]
_ i Drivers L% Themes B Aotomatic 26,511 W =86 Micrasoft Carparatian %] sheves.dl ]
I 5-Playback i FiugPlay & Automatic 28511 [, %86 Microsoft Corporation [ services.exe |
Chep B Automatic ze152 [, %86 Microsoft Corporation %) dhepesve.di _—
In-Depth Views ~  le¥onscache B Automatic 20,152 4 =86 Microsoft Corporation 2] dnsrster.dil ]
%) all Executed Files L% L mHasts L Automatic 28,152 A %§6  Microsoft Corporation %] whsve.dl ]
Complete Boot Log i schedule B Automatic 29703 4 x85 Microsoft Corporation %] schedsve.di L
| shelHwDetection & Automatic 29,703 [,  xB6 Microsoft Corporation %] shsves.dl ]
Description + fFFwzcane B Automatic 29703 (5«88 Microsoft Corporation 3] wacsve.dl L
Egservices L spooler B Automatic 29,703 4 =86 Microsoft Corporation [T sponlsv.exe L
The Servicas vies depicts % 1-wmsrve Automatic EECEE Microsoft Carporation vmsree.exe ]
service events as they took i eople: Mobile Device Automatic 3033 L. x86 Applelnc, [ AppleMobilep. .. ]
place. Green on the Sarvice i audiosry & Automatic 3033 [, %86 Microsoft Corparation %) audiasrv.di ]
Ts'ger‘t“rr“z‘ig"t’: s,f:Qt nthe L eTs B Automatic 30334 (5 x@6 Micrasoft Carporation 2] qmar.di ]
represents Stapping' and ¥ Bonjour Service Autornatic 30334 4 xB5 Apple Inc, ™ monsrespan. .
grey represents 'Paused', i cryptsve " Automatic 30,334 A ] %88 Microsoft Corporation ﬂ cryptsve.dil ]
¥ Eventsystem & Manoal 3039 . x86 Microsoft Corporation 2 es.dl ]
% anmanworkstation b Autornatic 30,33 A =86 Microsoft Carporation ﬂ whssve.dll L]
L webcliert & Automatic 30334 L, %86 Microsoft Corporation ] wiehdlrrdi ]
i dmserver B Automatic 30,33 4 xB6 Microsoft Corp. %] dmserver di —
¥ Ense & Adtomatic 30934 Cul x86 Microsoft Corporation 1) ersvedl |
< >
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SUMMARY

Once a profile has been loaded, the Summary view (which is the
default) will show a full set of statistics that were gathered
throughout the boot process. The Profile Summary will detail the
date the profile was performed, how long it ran for, as well as total
number of processes, services, and drivers seen active during the
profile. A System Information group immediately following has a
small bit of system specifications mostly as a matter of convenience

and line of sight.

Boot Milestones

—# Hard Drive Accessible 14.0s
4 "Boot” Drivers Loaded 14.0s
A “System” Drivers Loaded 14.5s

#*Ser\rices Starting 23.1s

k To Logon Screen 26.65

¥ Services Started 4575

‘F_,User Logon 57.4s

i Explorer Start 57.4s
3/ Startup tems Complete  1m19s

M Finish Time 3m 28s

Total Time n

L PR Loading Windows 5... 14.9s

BN Running Chkdsk 0.55

.EAt Logon Screen 35.8s

Summary =

jProfiIe Date
l'—) Praofile Duration

5/23/2010 10:40 PM

3m 28s
= Process Count 105
# service Count 78
A Driver Count 190
System Profile =

i Operating System ‘Windows 7 Service Pack 0 %86
DCPUS 2

W R AN 3.0 GB

The next two groups, Boot Milestones and Total Time, try to explain
when certain milestones were reached, or where chunks of time were
invested. Their goal is to help you connect the dots between a timestamp
and a specific stage in the boot process. With the Boot Milestones, for
example, if you saw a major delay in the boot once a user logged in, you
could focus on events from around the 60 second mark. Explorer didn't
start until a minute nineteen, so your trouble is likely to fall between
those two times.

Meanwhile, Total Time describes which stages of the boot process saw
how much time. In our example to the left, 15 seconds of the boot was
spent at the loading screen with the scrolling progress bar (or in
Windows 7's case, the animated Windows logo). Autochk didn't need to
run, so not much time was spent there, and following that we saw 36
seconds invested to the logon screen, possibly configuring updates or
waiting for a user to authenticate. Finally, we see that the last two and

half minutes of the boot were dedicated to waiting for an agent to end the profile. Whether Rootkit Detection was
performed is also detailed in the Summary view, but we'll discuss that later.

The Summary view's main job is to help you understand where time was invested in the boot, and spot any major
issues or gaps. The plaintext nature of these statistics should be somewhat simpler to place than watching
processes ily by later.

5 Startup List @
e =
Close | Wiw
- “ s Profile | Log File
App Mods Actions Infarmation Jurp Ta.. Frofile | Hotes
filer
Profile Information *  Boot Milestones o
Standard Views - EHprofie Date 6/15/2010 2:20 AM sHard Drive Accessible 35
B ey 5 Profile Duration 2m2s H'Boot" Drivers Loaded 9.25
] Processes &7 Process Count 55 F"System" Drivers Loaded 22.45
i #* Service Court 55 #* Services Starting 25.55
 Drivers FDriver Count 1z & 10 Logon sereen 26.95
S-playback #* Services Started 36.75
System Information - 2, User Logon 1m6s
i Operating System  Windows XP Service Pack 3 %85 L Explorer Start 1m 7
In-Depth Views I perating Sy: l Explorer Start m7s
= CPUs 1 3/ Startup Ttems Complete 1m 585
3 All Executed Files R AN 5115 M8 B Finish Time 2m2s
Complete Boot Log
Rootkit Detection (Heuristic) *  Total Time -
Description P [ 1 possibls raotkt fie(s) found BN it Laading windows Screen 22.85
Elsummary Rootkit Detection was performed and 1 potential raotkit(s) were & Running Autochk 0.0s
h breaks detected. This information has been logged to Startup Manager's log /A Logon Screen 36,65
; e SU't""t'a;}’ “‘Evﬁh 'ead i, and the flagged drivers have beer hiighted in Red in the Drivers = i -
own statistics gathars view, Please boot ko MRI PE and load the |og there for accurate 2} wiaiting to End the Profile 425
during the boot profile, s,
offering an owerhead view of N
the events that occurred. RE_““"“*’
[0 How it warks [ viden Tutorials
Rootkit Detection analyzes all driver files as they load and laoks at Brief scenario-based tutorials for MRT Skartup Manager are available
them again when the profile completes. If the file is different, it is For Agent viewing.
Flagged as potentially being redirected by a rootkit, Use this as a
guide to find rootkit infections, but never assume: files should |
instantly be deleted without Further manual inspection. |2 Help Documents
In-Depth training documents for MRI Startup Manager are available
For Agent consumption.

MRI STARTUP MANAGER — Boot Profiler Summary showing a detected rookit using heuristics
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PROCESSES

The Processes View displays the boot profile data from the perspective of processes — rather than a left column of
Entry Name, we have Process Name, and the view is ordered by timestamp from the first process create to the last.
PID, or Process ID, details each process'’s PID to provide a means to distinguish between those of similar or the
same name. A Special column tries to call out the various different components some processes represent. Many
system processes have unique icons that tooltip describing their purpose, and all processes containing services
picks up the service gears. Finally, a Process Timeline column on the far right completes the view by showing the
start and end time of each process. The black bars you can see below will slowly slide to the right as you get further
into the boot process; the green graphs inside each of them represents a process’s unique CPU activity.

Boot Profiler Frocess Name Analysis ~ FID | Timestamp  Signed Company Mame Description Special  Process Timeline it

B s + [ system 3 4 00000 5 Microsoft Corporation NT Kernel & System .. . 0
™ Summary B smss.exe o 284 14,5459 = Microsoft Corporation Windows Session Manager Lk ‘ _
mo = autochk.exe " 304 149219 #  Microsoft Corporation Auto Check Utility o |
#*Seruices B smss.exe " 356 178906 e Microsoft Corporation Windows Session Manager I =
“F Drivers C ‘ Csrss.exe " 408 206408 <& Microsoft Corporation Client Server Runtime Process F _
,T.:Playba:k B smss.exe o 456 229375 = Microsoft Corporation Windows Session Manager |
= wininit.exe i 464 229531 5 Micrasoft Corparation Windows Start-Up Application ]
In-Depth Views . ‘ srss.exne f:' 478 229531 Z#  Microsoft Corporation Client Server Runtime Process _
= 3 B services.exe o 512 23,0781 Zai  Microsoft Corporation Services and Controller app
|%| All Executed Files G .
B-|sass.exe y 528 231250 = Microsoft Corporation Local Security Authority Process #‘ _
Complete Boot Log 5T jsm.exe i 536 =150 5 Micrasoft Corparation Local Session Manager Service I
= | svchostene n 668 37031 W Microsoft Corporation Host Pracess for Windows Servic., 48 ]
D?SCFID(IUH m winlogon,exe L 736 24,0313 Zal  Microsoft Corporation Windows Logon Application @ _
S] Processes m] GsBootsve.exe ® 7m0 42031 5 Geek Squad MRI Boot Service = I
The Frocesses view neatly 5] nvvsuc.exe 340 261875 % NVIDIA Corporation NVIDIA Driver Helper Service, Ver,.. i@ ]
first process create to the last | |= IEUCHOSHERE 13 888 265625 . Micrasoft Corporation Host Process for Windows Servic.,, % ]
Ie;:;:ﬂ\;g;eé?[;n::‘glag: n CE| LogonUlLexe e 965 26,6250 e Microsoft Corporation Windows Logon User Interface ... P_‘ -
programs hogging the CPU 5 suchost.exe i 1008 27.0156 <#  Microsoft Carporation Host Process for Windows Servic.. @ _
will be visible here. 55 suchost.exe o 1052 271094 & Microsoft Corporation Host Process for Windows Servic... #‘*
- suchost.exe e 1080 271250 e Micrasoft Corporation Haost Process for Windows Servic... #’ _
= e

MRI Startup Manager — Boot Profiler - Processes

Not content with stopping there, the Processes view picks up two unique tabs in the Properties pane to offer even
more information. A Process tab details the process name, its parent process, any child processes, and when it
started and exited. If the process contains any services, that information is present as well.

NVVsVL exe o4 £0.1042 RIVILIA COTRUTd o
" ' sychost.exe 13 pitata 26,5625 Microsoft Corporatiol
CE LogonULexe i 968 26,6250 Microsoft Corporation
B sychost. exe i 1008 27.0158 Microsoft Corporation
4 m

Properties for “svchos

E Process Information

Process Name 5| suchost.exe (388)
Parent B services exe (512)
Create Time 26.562500
Exit Time <Did not exdt >
E Services
RpcEptMapper #* RPC Endpoint Mapper
RpcSs 4“ Remote Procedurs Call (RPC)

® | Process ’ Process Events @ File Properties . Certificate

Total: 105

al Use Only. Visible: 105 Hidden: 0

MRI Startup Manager — Boot Profiler — Process tab

The existence of the second tab, Process Events, stems from the fact that just showing information about the
processes themselves wouldn't cover the bases. A malicious file could load into a completely legitimate process, for
example, and nothing thus far would let you see that that happened. To shed light on what a process did while it
was running, Process Events gathers every operation performed by a process and lists it in timestamp order. Nine
such operations are tracked during the boot profile: Process Create, Module Load, Service Starting, Started,
Pausing, Paused, Stopping, and Stopped, and Process Exit.

9of 17
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Process hame Analysis PID Timestarmp | Signed | Arch | Company kame Description Speciz

j’ explorer.exe I3 2364 67026 i %86  Microsoft Corporation Wwindows Explorer LB
~erclsid.exe F 2432 67,757 %86 Microsoft Corporation werify Class ID
“eerclsid.exe F 2476 63,228 %86 Microsoft Carparation Verify Class ID
ctfmon.exe F 2454 63,268 %86 Microsoft Carparation CTF Loader
" ersrc.ee 2554 65.649 %86 Microsoft Carparation virkual Machine User Services
reader_sl.exe 25092 63,6589 %86 Adobe Systems, Incorporated Adobe Acrobat SpeedLauncher 2

Adnka DM as 2END 0 Fo0 woe Admke Suskarns Treserceskad Adske Dasdae sed Aeesbek Masooee

Entry Mame Analysis | Operation Timestamp | Signed | Arch | Company Mame Description R
ﬂ tichedz0.dl s %) Module Load 67,117 | xB6  Microsoft Corporation  Rich Text Edit Control, «3.0

ﬂ camckl3z . dil i %) Module Load 67127 & 86  Microsoft Corporation  Common Controls Library
D4R IR DM IR phse %) Module Load &7.127

ﬂ wsock3z, dl ! %) Module Load 67,127 ®B6  Microsoft Corporation  WWindows Socket 32-Bit DLL

ﬁ wsz_32.dl i %] Module Load 67,127 %536 Microsoft Corporation  Windows Socket 2,0 32-Eit DI
ﬂ wszhelp,dil i %) Module Load 67,127 %86 Microsoft Corporation  Windows Socket 2,0 Helper B
ﬂ mswsock,dll i %) Module Load 67,137 x36  Microsoft Corporation Microsoft Windows Sockets 2
ﬂ wsz_52.dl o, %) Module Load 67,147 x@6  Microsoft Corporation Windows Socket 2,0 32-Eit DI
ﬂ hinetchg.dil o, %) Module Load 67,187 w86 Microsoft Corporation Home Metworking Configurati
ﬂ wshtcpip.dil F- %) Module Load 67,197 %86 Microsoft Corporation Windows Sockets Helper DLL
&= mscTrmEe. me i %) Module Load 67,197 w86 Microsoft Corporation  Microsoft Tewxt Frame wWork S
ﬂ apphelp. dil i %) Module Load 67,227 %36 Microsoft Corporation  Application Compatibility Clier
ﬂc—_clbcatq.dll i ) Module Load 67,227 w wB6  Microsoft Corparation e
< >

tificate

s

MRI Startup Manager — Boot Profiler — Process Events with a malware Module Load event

Now a big point of clarification needs to be made in regard to items under Process Events and itemns in the main list
view above it, specifically in relation to how signing and filtering work. In the main list view, processes are
highlighted in blue indicating being signed based solely on their main executable — no regard is paid to potential
existence of unsigned files loading into the process later. This holds true when the Processes view is filtered — a
‘Hide Entries Signed by Microsoft' filter will hide every process whose main exe signed by Microsoft, regardless of
any unsigned or signed-by-other-parties files that may be loaded in the exe. There is no way to filter based on
Process Events or to receive line of sight to the existence of such files without manually looking; that said, the view
All Executed Files that we'll cover shorily can help mitigates the need to do so.

With an understanding of how the different arms of the Processes view work, it's time to delve into some
troubleshooting scenarios where the view comes into play. The Process Timeline graphs can be simple clues as to
where there may have been trouble on boot. As the boot progresses and you're moving down the list of processes,
the Process Timeline graphs will be sliding to the right. A significant delay that appears to be holding up the start of
subsequent processes is likely to be problem.

- I
B userinit.exe % -

" Meessocsonse T —
=l explorer. exe i _
B taskeng.exe s —
El'wmpnscfg.exe s —
=] Searchindexer.exe ! _
5] cuchost. exe b _
& chshellexe ks _

MRI Startup Manager — Boot Profiler — Process Timle example of MceMessageBox.exe

In the example above, userinit.exe launched MceMessageBox.exe immediately on login, which seems to have held
explorer.exe up for quite some time. You should investigate what MceMessageBox is, and possibly disable it from
startup. Boot Profiler has a Startup List jump to button available in the ribbon that will jump you back to the Startup
List App Mode, switch to the “Everything” view, and create a filter to show just startup entries matching the
MceMessageBox.exe file path.
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The Process Timeline graphs are great for spotting such unexpected delays. Another way to use the graphs is in
combination with the Process Events tab in the Properties Pane. If you were seeing a situation where explorer.exe
was crashing shortly after launching, you could select the explorer.exe process, switch to the Process Events tab in
the Properties Pane, and scroll down to the bottom of the list. While not always the case, the last few operations can
often be a great help in diagnosing the trouble. Below it seems that explorer.exe died in the moments after it loaded
the unsigned file ykedwxx.dll. It is very likely that this file attributed to the crash, and should probably be removed

from the computer.

Properties for "explorer.exe”

Entry Name Analysis = Operation Timestamp
=0 explorer.exe (PID: 3196) i 57 Process Create 57.4092
0 explorer.exe i %] Module Load 57.4150
(| ntdll.dil s |#| Module Load 57.4150
%] kerne32.d1 i %] Module Load 57.4150
%] KernelBase.dil s %] Module Load 57.4150
%] advapi32.dll i %] Module Load 57.4160
%] msvert.dil s %] Module Load 57.4160
%] sechost.dil o, %] Module Load 57.4160
%] rpert4.di s %] Module Load 57.4170
%] gdizz.dil I %] Module Load 57.4170
%] usersz.di s %] Module Load 57.4170
%) Ipk.dlil o |#| Module Load 57.4170
%] usp1o.di s %] Module Load 57.4170
4 ykedwdll # Module Load 57.4180
= explorer.exe (PID: 3196) i 57 Process Exit 57.4182

=1 Process ’ Process Events @ File Properties ’ Certificate

ernal Use Only. Total: 105  Visible: 105 Hidden: 0

MRI Startup Manager — Boot Profiler — Process Events example of yke4dwxx.dll loading before explorer.exe exits

Every boot profile will be different than the last, and not every issue will be immediately obvious and solvable from
just the perspective of processes. Stepping beyond Processes in the Standard Views takes us to Services.
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SERVICES

Services are often seen as magical creatures hidden in the background of Windows. Boot Profiler takes service
information gathered during the profile and displays it in a clean, intuitive view. As with Processes, the view is
ordered by timestamp and bookended by a Service Name column on the left and a Service Timeline column on the
right. Outside of a service changing states (starting, stopping, etc), it's not really possible to track what it does —
services run inside of a process, but you can't separate the actions of the process from the actions of any number of
potential services inside it. As such, there is not specific information around what files were loaded or how much
CPU a service used. The Services view is constrained to the main service file, when the service started, and the
different states the service was in.

That said, the view serves its purpose well. Any delays in the boot brought on by a service are very obvious in the
Service Timeline graphs. The graphs use four colors to represent the state of the service at that moment in time -
green on the graph indicates time the service spent in the ‘Starting’ state. Black indicates time spent ‘Started’, with
Grey representing ‘Paused’ and Red "Stopping’. As a general rule, colored portions of the graphs should be very
small, and the service timeline should slide to right smoothly. Lengthy amounts of time in Green / Red may indicate
trouble with the service, and bear investigation.

If you find a service is significantly delaying others from starting, or appears to have stopped prematurely, you have
a few options. You can search online for any known issues that can cause the delay, or attempt to start the service in
Startup Manager and research the error returned. If you determine the service isn't critical, simply disabling it may
be a solution.

Service Name Analysis | Start Timest... | Signed | Arch | Company Name Service File Service Timeline ad
. 8% G5BoatSve & Ajkomatic 17.563 . xB6  Geek Squad ™ asBootsve.exe |
Standard Views i #*DcomLaunch o Autornatic 17.672 ,,,: x%B6  Microsoft Corporation 3 rpess.dil ]
L Surnmary L% Dhep &Y Aukornatic 18313 5 %@6  Micrasoft Carparation | %] dhepesve.di |
= |Processes % Dnscache i Aukomatic 16,313 i *B6  Microsoft Corporation ﬂ dnsrslvr.dll ]
#* Services L Eventlog f Aukomatic 18,313 h %86 Microsoft Corporation [ services.exe |
A FDrivers L FlugPlay &Y Automatic 18313 L, %B6  Microsoft Carporation [~ services.exe |
| 5-Playhack ¥ rpcss i Autornatic 18313 o, %86 Microsoft Corporation | %] rpess.dil ]
¥ 5amss f o, Aukomatic 18,313 ] %86 Microsoft Corporation [T lsass. exe ]
In-Depth Yiews * ba*Themes i Aukomatic 16,313 = #B6  Microsoft Corporation 3 shsves.dil ]
%) All Executed Files AdLmHosts i Autornatic 18,313 S %86 Microsoft Corporation ﬂ Irnhissec.dll ]
|| Complete Boot Log Lz csve i Aukomatic 16,935 i x@6  Microsoft Corporation  [%] wacsve, di ]

#*ccSetMgr Automatic 15,935 = xB6  Symantec Corporation |I| ccSetMar. exe L]

Description + [l ccEvtmgr Automatic 19578 L, %86 Symanktec Corporation [ ccButmar.exe |
#ﬁSErvices #*ccProxy Autornatic 20,219 ] *B6  Symantec Corporation |I| ccPrawy.exe ]
The Services view depicts L% schedule " Aukomatic 20,219 8 xB6  Microsoft Corporation ﬂ schedswe. di |
service events as they ook 7% ShelHwWDetackion & Automatic 20,219 x86  Microsoft Corporation | %] sheves.dl ]
place. Green on the Service #*Spooler " Autornatic 20,219 » w86 Microsoft Corporation E spoolsy .exe ]
:g?:ltirnz,iss:;";: S'E:Qt in the L audiosry &Y Automatic 200859 o, %86 Microsoft Corporation y audiosry.dl ]
represents 'Stolpping' and 8% | anmanwarkstation " Autormatic 20,859 o+ %86 Microsoft Corporation 3 wkssvc.dll ]
arey represents 'Paused’, L webClisnt &Y Aukornatic 26625 L, ®86 Microsoft Corporation (%] webdnt.dl ]
% npsve Aukomatic 26,625 = *B6  Microsoft [ arservice.exe I
L Cryptsve f Aukomatic 29,935 K x@6  Microsoft Carparation  [%] cryptsve.di ]
L dmserver i Aukomatic 29,935 " xB6  Microsoft Corp. %] dmserver.di ]

#*ehRecvr i Autoratic 29,935 = x86  Microsoft Corporation E ehrecyr exe I

Hidden: 0

MRI Startup Manager Boot Profiler - Services

ad, For Intern:
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DRIVERS

Drivers are about as low-level and powerful as things get in Windows. Once a driver loads, it has essentially
assumed God Mode and, with the right code, can affect just about anything. Due to their low-level nature, Windows
heavily optimizes how they run, and file loads, CPU usage, or a timeline aren't really relevant. Drivers function with
just the code in their driver file or in tandem with other drivers. Any CPU usage that would be reported is seen via
the System process, visible generically in Processes. With this minimal yet powerful nature in mind, the Drivers
view comes together as a list of the various driver files that loaded on boot and the device arrivals that followed.

Entry Mame Operation Timestamp | Analysis | Signed | Arch

- [ ntkrnipa.exe _F Driver Load 0.000

e loriie we & 3 hal.dll _F Driver Load 0.000
e SH_"“"“EW (%) kpcom.pLL _F Driver Load 0.000
= |Processes [#)BooTyD.di _F Driver Load 0.000
¥ services G5Book.sys F Driver Load 0.000

_ | Drivers ACPLsys _ Driver Load 0.000
| 2-Plavback (= wiwnLie svs ¥ Driver Load 0.000

pel.sys _F Driver Load 0.000
| izapnp.sys _F Driver Load 0.000
ohcil 394.5ys F Driver Load 0.000
139465, 575 ¥ Driver Load 0.000
@ peiide.sys _F Driver Load 0.000
PCIDEX. 575 E Driver Load 0,000
viaide. sys _F Driver Load 0.000
(e intelide. sys F Driver Load 0.000
MounkMar, svs _F Driver Load 0.000

In-Depth Yiews

%) All Executed Files
Complete Boot Log

Description

:Drivers

The Drivers view attempts to
ilustrate the loading of

L L L L L L L L L L LR E Y E L L

dri\_fars and sgbsequent @ftmsk.sys _F Driver Load 0.000
atival of devices as they dmluad.sys  Driver Load 0.000
happened during the boot = 3 N

process. Due ko how the dmla.sys _F Driver Load 0.000
kernel loads and then starts _E Driver Load 0.000
the back start state drivers, ¢ Driver Load 0.000

rmost boot drivers will share a
common kmestamnp,

Hidden: 0

Zompany Mamne Description

%86 Microsoft Corporation  NT Kernel & System
%86 Microsoft Corporation
%58 Microsoft Corporation
«56  Microsoft Corporation  WGA Book Driver
X665 Geek Squad MRI Book Driver
%86 Microsoft Corporation  ACPIL Driver For NT
%86 Microsoft Corporation
%86 Microsoft Corporation
«56  Microsoft Corporation PP 154 Bus Driver
x66  Microsoft Corporation
%86 Microsoft Corporation 1394 Bus Device Driver
%86  Microsoft Corporation  Genetic PCI IDE Bus Dri
%86 Microsoft Corporation
«58  Microsoft Corporation  Genetic PCIIDE Bus Dri
x865  Microsoft Corporation  Intel PCT IDE Driver
%86 Microsoft Corporation  Mount Manager

%86  Microsoft Corporation  FT Disk Driver

%86 Microsoft Corp., Verit...
«58  Micrasoft Corp., Werit, ..
x865  Microsoft Corporation  Partition Manager
%86 Microsoft Corporation
_F Driver Load 0.000 & %86 Intel Corporation

MRI Startup Manager Boot Profiler - Drivers

The Drivers view has a few idiosyncrasies. Every Boot start driver
reports a timestamp of 0.000. While the order is accurate, these drivers
load so early no actual timestamp is available. Next, PNP Device
Arrivals are notifications from the Windows kernel that a device is now
‘connected’ and ready for use. These are not able to be directly tied to a
driver, but some basic logic can help you associate the various events.
For example, disk.sys loaded before the hard drives arrived.

Regardless, the true value of the Drivers view is found in the following
two situations — a BSOD on boot, and detecting malware hiding itself
with a driver. A BSOD on boot will have the boot profile log suddenly
come to a screeching halt. As in, you'll reach a certain point scrolling
down and things will just stop — in all likelihood, a driver or device near
the bottom will be behind the BSOD. If you caught the stop code, a
quick bit of searching online can often reveal the answer.

%] disk.sys

(& ACPI Fixed Feature Button
/% ACPI Sleep Button

(% Microsoft Virtual Drive En...
(% yalume Manager

[l ATA Channel 0

[l ATA Channel 1

[l ATA Channel 0

[l ATA Channel 1

|—ail ATA Channel 0

[l ATA Channel 1

ja WD C WD1600JD-75HBCOD ..
) WDC WD400EE-00DGAD ...
\_—w Genericvolume

b &' Volume Mounted

\_—w Genericvolume

%] crashdmp.sys

Hardware abstraction Layer DLL
Kernel Debugger Hy Extension DLL

WIMILIE WMI suppart library DI
MT Plug and Play PCI Enumerator

1394 OpenHCI Part Driver

wer

PCI IDE Bus Driver Extension

wer

MT Disk Manager Starkup Driver
MT Digk Manager IfO Driver

Yolumne Shadowe Copy Driver
Intel Matrix Storage Manager driver

_F Driver Load 0.000 " w %86  Microsoft Corporation  IDEJATAPI Part: Driver
_F Driver Load 0.000 88 Sonic Solutions P Engine Device Driver for Windows ...
F Driver Load o.oo0 A | xB6 Microsoft Corporation  SCSI Part Driver
_F Driver Load 0.000 o %86  Microsoft Corporation  PrP Disk Driver
Driver Load 0.000 - %86 Microsoft Corporation  SCSI Class System DIl

F Driver Load

F Driver Load

F Driver Load

W PNP Device ...
FMP Device ...
FMP Device ...
FNP Device ...
FMP Device ...
FMP Device ...
FMP Device ...
FMP Device ...
PNP Device ...
FMP Device ...
FMP Device ...
PMP Device ..
FMP Device ...
PNP Device ...
FMP Device ...

F Driver Load

0.0000
0.0000
0.0000
26875
26875
26875
29655
3.0938
3.0938
3.0938
3.0938
30938
3.0938
5.9544
6.2188
6.2188
56,2344
7.35594
1349531

As for finding malware, GSBoot is the first driver that loads on boot, hopefully trumping any malicious drivers. In
this manner, they shouldn’t have started yet to hide themselves, and as such will be caught and listed in the Drivers
view on load. Furthermore, when a profile is loaded from the Load Profile immediately upon its completion, Rootkit
Detection kicks in and can catch a virus trying to point Boot Profiler away from the driver file that actually loaded on
boot. In such situations, Boot Profiler will alert that it may have detected a rootkit, and the driver will be colored red
and called out via Analysis. Work in this view requires agent smarts, but should hopefully assist in solving some

complex issues on boot.
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PLAYBACK

The Playback view takes the data gathered during the boot profile and replays it as you could expect to see it via a
program like MRI's Process Analyzer. At a default speed of 5x normal, you can watch processes being created and
exiting, using CPU and hard disk I/O, even follow along with corresponding system graphs in the Properties pane.
Playback is essentially the Processes view DVR'd.

Hame Inspect Taools Options

= startup List (4 4 535 b b bl IPx - Autoscroll CPU Primary HDD Reads @
f— Pheysical Memary ] Primary HDD Writes
) Close Wigw
[ virkual Memory 7 Mare Graphs.., Profile | LogFile
App Mode Flayback System araphs Profile Mokes
Entry Name CPU Memary | PID | Ij0 Tokal | Signed | Company Name Descripkion Spen
= [5ystem IEZKE 4 364 KB . Microsoft Corporation MT Kernel & Syskem
Standard Yiews = =M ) ) ) )
SMSS . BXE 404 KB 356 Microsoft Corporation windows MT Session Manager L
S SEl.mmary Fcsrss.exe 3,276 KB 428 Microsoft Corparation Client Server Runtime Process ‘)
=-| Processss = ﬂ_ll winlogon, exe 2,512 KB 540 Microsoft Corporation wWindaws MT Logan Application [
#‘*_SEW'CES = Fservices.exe 7,164 KB 596 Microsoft Corporation Services and Controller app -
- o Drivers = [FlEsBaotSve.exe 3,148 KB FEOD Geek Squad MRI Book Service -3
- -Playback = Startupianag. .. 21,356 KB 1592 166 Gaeek Squad MRI Startup Manager
=] Esvchost.exe 7,068 KE 820 Microsoft Corporation Genetic Host Process for Win... -
In-Depth Yiews . Flunsecapp.exe 4,430 KB 483 Microsoft Corpaoration WML
%) 8l Executed Files Ewmiprvse.exe 6,296 KB 516 Microsaoft Corporation WMI
| Complete Book Log Iﬁwmiprvse.exe 5,512 KB 1085 Microsoft Corporation WMI
Fsvchast.exe 4,968 KB 940 Microsoft Corporation Generic Host Pracess for Win. .. -
Description - = [ svchost.exe 21,584 KB 1004 Microsoft Corporation Generic Host Process for Win. .. &
EPlayhack Ewuauclt.exe 9,428 KB 2028 Microsoft Corporation windows Update
The Playback view takes the gsvchost.exe 3,508 KB 1108 Microsaft Corporation Genetic Host Pracess far Win. .. -
data gathered during the
boat profile and replays it
from a process perspective,
Various graphs of system
activity exist to help explain
the boot, and the playback
speed is adjustable From S,
Events associated with a
specific process are visible in
the Properties pane,

|System Graphs

MRI Startup Manager - Boot Profiler - Playback

Full controls in the ribbon allow you to slide to any point the boot, speed up or slow the playback, even add a whole
host of different graphs to track where resources were being spent. Playback is best used to isolate trouble at
specific points in boot, diagnosing errors or wasted resources, or to otherwise spot when and via what a particular
exe launched. Out of all of the views, Playback gives the best sense of how the boot proceeded, and should prove a
valuable troubleshooting tool.
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IN-DEPTH VIEWS

The two In-Depth views act as blatant dumps of data. All Executed Files lists every file that loaded on boot, sorted
by unique file paths. The Properties Pane in this view picks up a unique File Events tab that lists the different
process the selected file loaded into, making it easy associate a random file to a recognizable process.

ALL EXECUTED FILES

All Executed Files is possibly the best malware tool in our arsenal to date. With a filter in place, this view essentially
becomes a list of unrecognized files that ran on boot; malware will sit visible in the open for easy pickings.
Combined with some quick Delete Files in MRI PE and entire infections can be terminated in a matter of minutes.

oot rro .« Hide all files signed by "Microsoft Corporation™ OR. "Verisign, Inc.”
Standard Views - File Path 4| Analysis | Count Initial Load | Signed | Arch | Company Mame & |
B summary CEI[of \tleansweep. exe\deansweep. exe L! j L! 1 72.815 x36
57 Pracesses &3 C\DOCUME~1\Ash\LOCALS ~1Temp\chkntf... 1 73.466 ¥86  Microsoft Corpor
W ceryices L] __'_ C:\DOCUME ~1\Ash L OCALS ~1 Tempope?L.... 1 69.710 w86
Drivers B C: \DOCUME ~ 1\Ash\LOCALS ~1Temp'opeg6. ... 1 69,750 *86
i3- F‘i:avr'b ack l.ﬁc: \DOCUME ~1\Ash\LOCALS ~1\Tempsvchos. .. 11 71,293 ®BE
H\DOCUME ~ 1\ Bruce LOCALS~1Templope... 71.503 x36
In-Depth Views " H\DOCUME ~1\Bruce \LOCALS~1\Tempoped... 71.683 %30 b
NDOCUME ~1\Client\LOCALS ~1\Templope3... 72.584 w86
Lo PN e = :\Program Files\HP\Digital Imaging\bin‘thpgc. .. 35,922 x86 Hewlett-Packard
Complete Boot Log :\Program Files\HP\Digital Imaging\binthpagd. .. 30,434 ®B6  Hewlett-Packard
:\Program Files\HP\Digital Imaging\bin‘thpad... 30.434 xB6  Hewlett-Packard

Description x36  Hewlett-Packard

¥86 Hewlett-Packard
%36

%80  Sun Microsystem
¥86 Sun Microsystem

:\Program Files\HP'\Digital Imaging\bin\hpatr...
:\Program Files\HP'\Digital Imaging\bin‘\HPSL. ..
s \Program FilesYjsidejside.exe

1\Program Files\Java'jres bin'\awt.dil
:\Program Files\Java'jreé bin'dient'jvm.dil
:\Program Files\Java'jresbin\dcpr.dl
Ci\Program Files\Java\jred bin'deploy. dil
C\Proaram Filesilavatired thinifontmananer . dll 37.774 ¥AA  Sun Mirrnsvstem

MRI Sz‘aﬁup Manager - Boot Profiler — All Executed F}]es with a Filter turned on

|#| All Executed Files

All Executed Files builds a list
of the unique files that
executed during the boot
process, Be itdll or exe, .sys
file or otherwise, if it ran
during the boot profile it will
be visible here,

%86 Sun Microsystem

U UAN | T SO

%86  Sun Microsystem

COMPLETED BOOT LOG

The Complete Boot Log, on the other hand, functions just like it sounds — every event recorded by Boot Profiler, in
the order it was recorded in, is displayed. If you were searching for a particular event but weren't sure where to find
it, this is the view to use. Aside from that, the data here is usually too complex to decipher directly. It's best to use
the other views to place events on boot.

Enol Enkry Mame Analysis | Operation Process Mame # Timeskamp | Cor|#

» . %] ole3z.di i | Module Load Flrvsveizexe... 1743 31.875 Micr

Bl andiiews ,ﬂ samlib.dl i %, Module Load E nvsyc3z exe,., 1744 31,875 Micr

m Summary 1% urlmon,di i %| Module Load ¢ explorer.exe.,, 1745 32,234 Micr

=|Pracesses i7"y FastiserSwitchingCompati. . 4y Service Started [ swchost.exe ... 1746 32,344

#d_‘ Services |_Jrundii3z exe (FID: 2308) i 51 Process Exit | rundiizz.exe ... 1747 32,516 Micr

i Drivers SAWRT.SYS F Driver Load [ system (4 1748 32,516 Sy

b 3-Playhack SYMEVENT.5Y5 F Driver Load [ system (41 1749 32.516 Sy

,ﬂc: es.dl - Maodule Load Iﬁ ehRec.exe (... 1750 32,531 Micr

In-Depth Yiews * )% wtsapizz.di i Module Load ™ ehrec.exe (... 1751 32,531 Micr

() All Executed Files 1% winsta,dll i | Module Load E ehRecexe (... 1752 32,531 Micr

| Complete Boot Lag & lirnkinfa. di ks %] Module Load _é explorer exe... 1753 32,531 Micr

%] sqidbzo.di f 2| Module Load [ ehrecexe ... 1754 32,609 Micr

Description - ,3 sqlsez0.dll i Module Load Fletrecexer.. 1755 32,609 Micr

{ | Complete Boot Log | %] sglgpzo.dil i _31 Module Load E ehRec.exef... 1756 32,609 Micr

The Complete Boot Log s an I MavEx15.5ys Drfver Load [ svstem 41 1757 32,641 Sy

all-inclusive look at the data MAVEMNG, Sys JF Driver Load [ system ¢4y 1753 32,641 Sy

profiled during the boot, | &) ribshrui. dil i ) Module Load f explorer exe... 1759 32,766 Micr
Ewery file load, service start, ) i & "

device arrival, st is visible in ,J_ atl.dll r" | Module Load _j- explorer exe,,, 1760 32,825 Micr |4

Ehiis wigw, < >

MB] Sz‘an‘up Manager - Boot Profiler — C’ omplete Boot Log

150f 17

Geek Squad Services Academy Go ahead.Useus.  ©2010 Geek Squad




0 1 critical, 27 cautionary warnings in the current view, Show Warnings

Standard Yiews i Entry Marne Analysis | Operation Process Mame # Timestamp | Signed -~
B Summary Q Mup.sys i _F Driver Load ™ system (43 28 0.000 4
=7 Processes j’ ACPI Fixed Feature Button I PMP Device Arrival ™ system (4) 29 0.030
d&*sgrvices j’ Wolume Manager I PMP Device Arrival ™ system (4) 30 0,591
FDrivers j’ Logical Disk Manager I PMP Device Arrival ™ system (4) 31 0,601
2~ Plavback S Virbual HD I PMP Device Arrival ™ system (4) 32 1,993
e 1 Yolume Mounted I PMP Device Arrival [ system (43 33 1,993
In-Depth Yiews - Q iB042prt, sys i _F Driver Load ™ system (43 34 9,203
) Al Executed Files Q kbdclass . sys i _F Driver Load ™ system (43 35 9,203
Complete Boot Log Q msymmouf, sys _F Driver Load g Syskem (4} 36 9,203
<_Efl mouclass,sys i _F Driver Load [ Svstem (43 37 9,203
- » [=NSerahsis < 4 %% Driver Load ™) system (43 38 9,203
BESCmption Q SErEnum. sys i _F Driver Load ™ system (43 39 13,409
Complete Boot Log Q fdc.sys i _F Driver Load ™ system (43 40 13,409
;F—?nflﬂ;ﬂ:?;?:tttlhoegcllfa?an & parport sys i Dr?ver Load g Syskem (4) 41 13.409 2

profiled during the boat,
Every file load, service start,

device arrival, etc is visible in =l File Attributes b
this view. File Path = c\wINDDWS' system32' DRIVERS" serial.sys
Size E30KE
Architecture #06
= File Details

v

'(}'File Propetties

MRI Startup Manager - Boot Profiler - Complete Boot Log showing a rootkit that compromised a boot driver
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CONCLUSION

This concludes the entire trilogy of MRI Startup Manager Toolset Reference documents! You are totally stoaked by
now and are itching to start using MRI Startup Manager, Startup List, and Boot Profiler. So go ahead Agent, start
saving the world from computer uprisings!!

If you have any MRI Toolset questions, feel free to reach out to the Technical Tools team at MRI@geeksquad.com. If
you have any technical training questions, feel free to reach out to InternalAffairs@geeksquad.com. Don't forget you
can also hit up the Geek Squad Forums.

For more on the new MRI Startup Manager, you can visit the Learning Lounge or hit up the Resources tab in MRI
Startup Manager. There you can access other Toolset Reference documents and videos on MRI Startup Manager
and more.
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